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Introduction

Digital libraries allow users to efficiently access resources 
of digitized information through network facilities and a 
variety of retrieval channels. Digital libraries play an 
increasingly important role in the daily lives of people and 
provide increasingly diverse contents and services (Frias-
Martinez et al., 2006). Digital libraries are highly reliant 
on professional technologies, including computer technol-
ogies, network technologies and data communication tech-
nologies. Therefore, digital libraries are confronted with 
far more severe security risks than traditional libraries. An 
information security event may affect the operation and 
services of an entire digital library. In recent years, China’s 

information security survey of digital library has indicated 
that information security incidents had occurred in all 30 
of its digital libraries (Huang, 2011). Of these, one such 
incident had occurred in six libraries, two information 
security incidents had occurred in 10 libraries, whereas 
three or more incidents had occurred in the remainder. In 
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this backdrop, a number of researchers have expressed 
concern for the information security of digital libraries. 
Related research initially focused on such security tech-
nologies as access control, and authentication and digital 
signature, to improve the information security status of 
digital libraries (Adam et al., 2002; Fox and ElSherbiny, 
2011; Saeednia, 2000).

However, the cause of information security incidents in 
digital libraries may originate in management events, such 
as information security rules and regulations that are not up 
to standard. Merely relying on technology is insufficient to 
solve the problem of information security in digital librar-
ies. Therefore, some researchers have moved beyond a 
focus on handling security risk technically to a stage where 
equal importance is accorded to technology and manage-
ment. Information security in digital libraries has multiple 
dimensions, including infrastructure, digital content, users, 
standards and legal issues. In order to ensure information 
security assessment methods that are scientific and feasi-
ble, digital libraries should build an information security 
management system to cope with unexpected information 
security events via risk assessment, preventive mechanisms 
and active intervention, in compliance with the principle 
and thought of related information security standards 
(Anday et al., 2012; Thompson, 2013). In recognition of its 
security efforts, OCLC has met ISO 27001 security stand-
ards and has received registrations (ISO/IEC, 2013: 1–2). 
The OCLC’s ISO 27001 information security management 
system is aligned with ISO 9001:2000 certified quality pro-
cesses (OCLC, 2015). Both the international standard ISO 
27000 and the Chinese standard GB/T 20984 for informa-
tion security management provide certain methods for 
computing ultimate risk values by using a combination of 
factors including assets, threats and vulnerabilities. 
However, digital libraries are confronted with a great vari-
ety of assets, threats and vulnerabilities that are important 
to the operation of these libraries to varying degrees, and 
hence may have varying degrees of influence on informa-
tion security for digital libraries. Therefore, the assessment 
of information security risks for digital libraries should 
delve into the methods used to identify and compute the 
relevant assets, threats and vulnerabilities. Considering that 
the objects of assessment have a diversity of attributes, this 
study introduces a fuzzy comprehensive assessment method 
to identify and compute such factors. The research findings 
can presumably not only optimize the methodology of the 
assessment of information security risks for digital librar-
ies, but also offer a systematic guide to security risk control 
for digital libraries, thus improving information security 
management of digital libraries.

Literature review

The methodology for the assessment of information secu-
rity risks refers to the means and methods of analysis used 

for the assessment of information security risks, and will 
affect each step of assessment as well as its final result. In 
comparison with the numerous studies on such themes as 
paper-based information security for traditional libraries 
(Ajegbomogun, 2004; Holt, 2007), information system 
security (Balas, 2005) and information security for digital 
libraries (Fox, 2006; Kuzma, 2010), the research on the 
methodology of assessment of information security risks 
for digital libraries remains in its incipience, and can be 
classified into three types.

The first type of researches relates to the security 
assessment model for library information systems. On the 
basis of the instrument of assessment for information 
security systems proposed by Hagen et al. (2008), Ismail 
and Zainab (2013) acquired a reliable assessment scale for 
the security status of library information systems by 
adopting the questionnaire survey method and using the 
information system personnel of 50 libraries as the object 
of the survey. The assessment scale contained five dimen-
sions – technological security basis, information security 
policy, program and control, management tools and meth-
ods, and innovation consciousness. The research results 
showed that libraries continued to attach importance to 
technologies but ignored management; in particular, 
organizational control was deficient in security policies 
and user training. However, the research focused on secu-
rity in library information systems; hence, the assessment 
scale cannot simply be applied to the assessment of infor-
mation security risks for digital libraries. The assessment 
of information security risks for digital libraries involves 
a variety of factors, and an excessive number of survey 
questions may cause the respondents to lose patience. 
Therefore, it is infeasible to use the method to gather sur-
vey data for the assessment of information security risks 
for digital libraries.

The second type of research relates to the assessment 
of information security for digital libraries in accordance 
with the related norms and standards. This aspect has 
become the mainstream in the assessment of information 
security risks for digital libraries. The IT Baseline 
Protection Manual (ITBPM) is an information security 
protection norm prepared by experts under the leadership 
of the Federal Office for Information Security in 
Germany. The ITBPM provides a reference standard for 
implementing IT security management, analyzing threats 
to information assets, and supervising system security 
mechanisms (German Federal Office for Information 
Security, 2000: 1–2). Based on the ITPBM standard, 
Zeng (2012) built a model called “Asset-Threat-Security 
Measure” to assess and analyze information security 
risks for college libraries. Via systematic literature 
review, Anday et al. (2012) concluded that the ISO 27000 
standard was the most suitable standard for the manage-
ment of information security risks for digital libraries. 
The principles set forth in the ISO 27000 are independent 
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of specific assessment methods, because of which ISO 
27000 does not expressly stipulate the assessment meth-
ods that should be applied in any given situation. 
Appendix E of ISO 27005 offers three assessment meth-
ods (the risk value matrix method, the threat grading 
method and the two-valued risk method) with examples 
(ISO/IEC, 2011: 52–54). The GB/T 20984 assigns five-
grade values to assets, threats, vulnerabilities, and risk 
grades. Appendix A – Computation Methods for Risks – 
lists two risk assessment modes: the matrix method and 
the multiplicative method (AQSIQ (China National 
Standardization Management Committee), 2007: 18–21. 
See Appendix to this paper). Huang and Ren (2014) ana-
lyzed the applicability of the assessment methods (the 
risk value matrix method, the practical risk matrix method 
(an improvement over the risk value matrix method) and 
the multiplicative method) specified by ISO 27005 and 
GB/T 20984 to the assessment of information security 
risks for digital libraries. Han et al. (2016) conducted a 
case study on the assessment of information security 
risks for a public digital library in China by using the 
multiplicative method specified in GB/T 20984. The case 
study showed that the multiplicative method was more 
suitable for the assessment of information security risks 
for digital libraries in China. This type of research focuses 
on methods of computing risk values in the assessment of 
information security risks, and the direct value assign-
ment method is used to compute the values of assessment 
factors. Risk assessment involves a great diversity of fac-
tors, and thus is an important issue in identifying and 
computing various factors.

The third type of research relates to the quantitative 
assessment of information security risks for traditional 
libraries or digital libraries based on a specific mathe-
matical model or method. Zhu et al. (2009) used the grey 
analytic hierarchy process to determine the index system 
for risk assessment and weight values of different indi-
ces and compute the various risk values for digital librar-
ies. Li (2011) used the fault tree analysis method to 
assess information security risks to libraries. The fault 
tree analysis method is commonly used in system secu-
rity engineering and can help build an organic connec-
tion between the faults of a system and the faults of 
system components using symbols. Li et al. (2015) built 
a dynamic risk assessment model for digital library 
information systems and applied multi-agent technology 
to the dynamic risk assessment of the information secu-
rity of digital libraries. This type of research focuses on 
the application of quantitative mathematical methods in 
the assessment of information security risks to digital 
libraries. Because no related standard is available for 
reference, such research possesses a certain innovative-
ness, but is deficient in normativeness and universality, 
and defective in operability.

The assessment of information security risks to digital 
libraries usually involves three factors: assets, threats and 
vulnerabilities. The identification and computation of such 
factors form an important part of the assessment model for 
information security risks, and the value assignment meth-
ods of such factors directly determine the objectivity and 
accuracy of the assessment results. Fuzzy comprehensive 
assessment was proposed by Zadeh ( an expert in the US in 
automatic control) in 1965 (Shao, 2009). This method can 
give a reasonable overall assessment for a thing that pos-
sesses a diversity of attributes, or whose overall quality is 
affected by a diversity of factors. The factors involved in 
the assessment of information security risks to digital 
libraries include a diversity of attributes, and are affected 
by a diversity of factors (for example, the asset value of a 
digital library is jointly determined by confidentiality, 
integrity and availability, and may be affected by the busi-
ness operation of the digital library). Relying on the ISO 
27000 and GB/T 20984 standards, this paper applies fuzzy 
comprehensive assessment to the identification and com-
putation of assets and threats involved in the assessment of 
information security risks to digital libraries, and assesses 
information security risks to a public library in China using 
the practical matrix method and the multiplicative method 
to compute various risk values with a view to verifying the 
feasibility of the fuzzy comprehensive assessment method. 
Finally, this study determines a suite of normative, objec-
tive, and operable methods to assess information security 
risks to digital libraries.

Methodology

Both the international standard ISO 27000 and the Chinese 
standard GB/T 20984 state concern regarding the four risk 
factors of assets, threats, vulnerabilities and existing con-
trol measures. In risk assessment, vulnerabilities and 
existing control measures cannot be separated from each 
other. In both the ISO 27000 and the GB/T 20984, exist-
ing control measures are thus not considered separately, 
but in conjunction with the identification and computation 
of vulnerabilities. Therefore, the risk factors for informa-
tion security in digital libraries consist of assets, threats 
and vulnerabilities. The relationship between risk value 
(R) and risk factors can be formularized as R R A T V= ( , , )
, where A stands for asset value, T represents threat sever-
ity and V stands for degree of vulnerability.

Identification and computation model for asset 
value

Assets refer to the things or resources that are in the pos-
session of or under the control of a digital library, and can 
yield social and economic benefits for the digital library 
(i.e. they are valuable to the digital library). Asset value is 
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jointly determined by three attributes: confidentiality, 
integrity and availability. Meanwhile, the importance of 
confidentiality, integrity and availability to asset value var-
ies from asset to asset. Asset value is jointly determined by 
the values of the three attributes and the degree of the 
importance of each to assets. Based on the principle of 
multi-factor fuzzy comprehensive assessment, the con-
struction of the computation model for asset value can be 
described as follows:

1.	 Create a factor set (U): U u u u= { }1 2 3, , , where, u1  
stands for the confidentiality of assets, u2  stands 
for the integrity of assets, and u3  stands for the 
availability of assets.

2.	 Create an assessment set (V). Five grades of values 
are assigned to confidentiality, integrity, and avail-
ability—V = { }1 2 3 4 5, , , , —where 1 to 5 represent, 
respectively, the five assessment grades (very low, 
low, medium, high, very high). For details of the 
value assignment standard, refer to Han et  al. 
(2016).

3.	 Compute the single-factor assessment matrix ( Ri ). 
The mapping matrices of the three attributes in the 
assessment set V can be obtained according to the 
survey results of value assignments to the three 
attributes,

R r r r r ri i i i i i= { }1 2 3 4 5, , , , , r rij
j

ij=
=
∑ 1 0
1

5

 ⩾ (i = 1, 2, 3)	 (1)

rij (i = 1, 2, 3; j = 1, 2, 3, 4, 5) stands for the degree of 
belongingness of ui  to v j . rij  can be calculated according 
to the proportion of each asset value factor in each asset 
value index. Values are assigned to rij  as follows: (1) the 
number of questionnaires on value assignment for confi-
dentiality, integrity and the availability of an asset is e; (2) 
there are k types of survey objects (for example, manage-
ment, technology, service, and so on), and the weights of 
value assignment to the survey objects differ from one 
another; (3) the weight of the ath type of survey objects  

(a = 1, 2, …, k) is wa , and wa
a

k

=
∑ =
1

1; then, r

N W

W
ij

t

e

t

e
=

×
=

=

∑

∑
1

1

.

If v j  is assigned to factor ui  of the tth survey object, N 
is 1; otherwise, N is 0. If the tth survey object belongs to 
the ath type, W wa= .

4.	 Create a comprehensive assessment matrix (R). By 
combining the three single-factor assessment 
matrices, the comprehensive assessment matrix 
from the factor set to the assessment set is attained, 
that is, R rij= ( )

×3 5
.

5.	 Create a weight set (W). Weight set (W) is the set of 
degrees of importance of the three attributes to asset 
value, that is,W w w w= { }1 2 3, , , and w w w1 2 3 1+ + = , 
where, w w w1 2 3, , , respectively, stand for the degrees 
of importance of confidentiality, integrity, and avail-
ability to asset value. In this study, the weight values 
were obtained by using the expert investigation 
method. This survey was oriented toward librarians, 
management personnel and technical personnel of 
30 digital libraries of China. The computation pro-
cess was as follows: (1) compute the average degree 
of importance of each respondent to the confidenti-
ality, integrity, and availability of each asset; (2) 
determine the value of the weight set by normalizing 
the average values.

6.	 Results of multi-factor comprehensive assessment 
(asset value A). The fuzzy comprehensive assess-
ment set B can be determined by multiplying the 
weight set (W) by the comprehensive assessment 
matrix (R), that is, B W R= × . To comprehensively 
consider the degree of belongingness of each ele-
ment in the assessment set, the result of multi-fac-
tor comprehensive assessment can be obtained by 
using the weighted average method; that is, asset 
value A can be formularized as follows:

	 A B V W R VT T= × = × ×int( ) int( ) 	 (2)

Identification and computation model for threat 
severity

Threats refer to the potential causes of unanticipated events 
that may damage digital libraries. The severity of threats is 
jointly determined by the possibility of threats and the dam-
age they cause to assets. The degree of damage to assets can 
be further classified into damage to confidentiality, integ-
rity and availability of assets. Therefore, threats (T) can be 
formularized as T T T T T L T T T WM A M I C U= =( , ) T( , ( , , , )) , 
where, TM  represents the occurrence frequency of threats, 
TA  is the degree of damage to assets caused by threats, TI, 
TC , and TC  represent the degree of damage caused by the 
threat to the confidentiality, the integrity and the availabil-
ity of assets, respectively, W  stands for the degree of impor-
tance of confidentiality, integrity and availability to asset 
value, and Wi∑ =1.

1.	 Computing the possibility of threats (TM )

(i) Create an assessment set (V). Five grades of values 

are assigned to TM , that is, V = { }1 2 3 4 5, , , , . For details 
concerning the meaning of the different grades, refer to 
Table 1.

(ii) Compute the single-factor assessment matrix (R). 
The mapping matrix of TM  in the assessment set (V) can 



82	 Journal of Librarianship and Information Science 51(1)

be calculated according to the specific survey results of 
the attributes of the threats to digital libraries, that is, 

R r r r r r= { }1 2 3 4 5, , , , , and r rj
j

j=
=
∑ 1 0
1

5

 ⩾  , where, rj  (j = 

1, 2, 3, 4, 5) stands for the degree of belongingness of TM  
to v j . For details regarding its values, refer to the compu-
tation method for rij  in Section 3.1.

(iii) Result of single-factor assessment (TM ). The pos-
sibility of threats can be formularized as T R VM

T= × .

2.	 Computing the degree of damage to assets caused 
by threats (TA )

(i) Create a factor set (U). U u u u u= { }1 2 3 1, ,  stands for 
the impact of threats on confidentiality, u2  stands for the 
effects of threats on integrity, and u3  represents the impact 
of threats on availability.

(ii) Create an assessment set (V). Five grades of values are 
assigned to the impact of threats on confidentiality, integrity, 
and availability. Therefore, V = { }1 2 3 4 5, , , , , where, 1 to 5, 
respectively, stand for the five assessment grades (very low, 
low, medium, high, very high). For details concerning the 
meanings of the different grades, refer to Han et al. (2016).

(iii) Compute the single-factor assessment matrix ( Ri ). 
The mapping matrices of the impact of threats on the three 
attributes in the assessment set (V) can be obtained accord-
ing to the specific survey results of the values assigned to 
the threats to digital libraries, that is,

R r r r r ri i i i i i= { }1 2 3 4 5, , , , , r rij
j

ij=
=
∑ 1 0
1

5

 ⩾ (I = 1, 2, 3)	 (3)

For details regarding the value of rij , refer to the com-
putation method for rij  in the section ‘Identification and 
computation model for asset value’.

3.	 Creating a comprehensive assessment matrix (R)

By combining the three single-factor assessment matri-
ces, the comprehensive assessment matrix from the factor 
set to the assessment set is attained, that is, R ri ij= ( )

×3 5
.

4.	 Creating a weight set (W). The weight set (W) 
reflects the degree of importance of confidentiality, 
integrity, and availability to assets. For details con-
cerning the value assignment method, refer to the 
weight set in the section ‘Identification and com-
putation model for asset value’.

5.	 Result of multi-factor comprehensive assessment 
(TA : degree of damage to assets caused by threats) 
To comprehensively consider the degree of belong-
ingness of each element to the assessment set, the 
aforementioned weight set (W) is multiplied by the 
comprehensive assessment matrix (R), and the 
multi-factor comprehensive assessment result of 
the assessment object can be obtained by using the 
weighted average method. That is, TA  (the degree 
of damage to assets caused by assets) can be for-
mularized as T LA i c a

TT T T w W R V= = × ×( , , , ) .
6.	 Computing the severity of threats

The possibility of threats and the degree of damage to 
assets caused by threats can be calculated as described 
above. Then, the severity of threats to each asset can be 
determined by integrating two types of factors via the geo-
metrical average method, that is,

	 T T T T T TM A M A= = ×( , ) int( 	 (4)

where, TM  stands for the frequency of occurrence of 
threats, and TA  stands for the degree of damage to assets 
caused by assets.

Identification and computation model for 
degree of vulnerability

Vulnerabilities refer to the weaknesses of assets or asset 
groups in a digital library that can be exploited by threats. 
Vulnerabilities may arise out of deficiencies in organiza-
tional structure, personnel, management, procedures and 
assets. The identification process of vulnerabilities needs to 
incorporate prevalent control measures. The influential fac-
tors in vulnerabilities are extremely complex, and difficult 
to capture and compute. In order to identify vulnerabilities 

Table 1.  Meanings of the grades of possibility of threats.

Grade Value Meaning

Very high 5 The frequency of occurrence is very high (at least once a week), threats are almost inevitable in 
most cases, or it is proved that threats occur frequently.

High 4 The frequency of occurrence is high (at least once a month), threats are very likely to occur in 
most cases, or it is proved that threats occur repeatedly.

Medium 3 The frequency of occurrence is medium (more than once every six months), threats are likely to 
occur in certain cases, or it is proved that threats have occurred.

Low 2 The frequency of occurrence is low, threats are unlikely to occur in normal cases, or it is not 
proved that threats have occurred.

Very low 1 Threats are almost impossible, or threats are likely to occur only in very rare cases, or in 
exceptional cases.
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objectively and accurately and reduce computation errors, 
this paper combines quantitative assessment and qualitative 
assessment by using three methods: vulnerability scanning, 
questionnaire survey and on-site survey. Therefore, the 
influential factors for vulnerabilities (V) can be formular-
ized as V V V V VI Q T= ( , , ) , where, VI  and V , respectively, 
stand for the vulnerability values that the assessors directly 
assign via on-site survey and vulnerability scanning, and 
VQ  stands for the vulnerability value determined via a 
questionnaire survey.

Following the five-grade conversion, the results are 
represented by V V VI Q T, , . Then,

	 V wVi
i in I Q T

i= ∑int
_ _( , , )

and wi
i in I Q T_ _( , , )
∑ =1 	 (5)

where, Vi  and VT  are directly determined by the assessors 
via an on-site survey and vulnerability scanning, respec-
tively, VQ  is determined via statistical analysis for all 
questionnaire data, and w  represents the weight of the 
vulnerability assessment mode.

Case study

To verify the feasibility of the proposed methods and mod-
els, this study chose Dongguan Library (located in 
Dongguan City, Guangdong Province, China) as the object 
of empirical study. Dongguan Library is a digital library-
based modern urban library that embodies the philosophy 
of knowledge interaction and incorporates traditional 
library functions into its operation. In light of the develop-
ment goal of Dongguan City, the library is intended to 
become an urban center library that not only integrates tra-
ditional literature resources and modern network resources, 
but also integrates information resources and human talent 
resources. The case study aimed to determine the types and 
values of assets, threats, and vulnerabilities to the digital 
library by using the processes and models specified in the 
Methodology section. Finally, the risk value of the digital 
library was determined by using the multiplicative method 
specified in GB/T 20984.

Nine staff members from different departments of the 
library were selected to participate in the survey. The sur-
veyors found that the degree of familiarity and access to 
the library assets somewhat differed among staff members. 
By their job categories, the nine staff members were clas-
sified into three types (management personnel, technical 
personnel and service personnel). The weight assigned to 
management personnel was 0.45, that to technical person-
nel was 0.35, and the weight assigned to service personnel 
was 0.2. While assets are typically correlated to threats, the 
respondents were asked to assign values to the possibility 
of threats to each asset and the degree of damage of threats 
to the three security attributes of each asset. Five grades of 
value were assigned to the four attributes. The vulnerabil-
ity value package comprised the questionnaire survey, the 

on-site survey and vulnerability scanning. For the ques-
tionnaire survey, different questionnaires were designed 
for management personnel, technical personnel and ordi-
nary librarians. The on-site survey focused on 11 control 
domains specified in ISO 27002. The related departments 
were interviewed to survey specific items, and the envi-
ronment, implementation status, data documentation and 
operation habits were observed, inspected and queried. 
The Remote Security Assessment System (RSAS) devel-
oped by NSFOCUS was used for vulnerability scanning, 
and the test objects consisted of various mainstream oper-
ating systems (for example, Windows, Unix and Linux), 
application services (for example, FTP, Telnet and SMTP), 
and network devices. The assessors analyzed the results of 
the vulnerability test and converted them into five grades 
of values.

Following data collection, the assessors obtained 3111 
items correlated to assets, threats and vulnerabilities. 
These were risky items encountered by the library. 
According to the values of assets, threats and vulnerabili-
ties, the assessors computed the values of the 3111 risky 
items using the direct value assignment method together 
with the practical matrix method and the multiplicative 
method. For details regarding the results of computation, 
refer to Table 2. The risks were classified into five grades. 
Risk Grade 1 means that the risk was very low and the 
library services were almost completely unaffected. Risk 
Grade 2 means that risk was low and acceptable, and the 
library services were only slightly affected. Risk Grade 3 
means that the risk was medium, library services were 
affected by the average value and measures were tempo-
rarily not required. Risk Grade 4 means that risk was high, 
library services were severely affected and certain meas-
ures needed to be taken to reduce risk. Risk Grade 5 means 
that risk was very high, the library services were severely 
affected and measures needed to be taken in a timely 
manner.

Conclusion and discussion

The methods for the identification and computation of 
influential factors regarding assets, threats and vulnerabili-
ties directly determine the computational results of risk 
values. In accordance with ISO 27002 and GB/T 20984, 
this paper subdivided factors influencing assets, threats 
and vulnerabilities, and proposed an asset and threat com-
putation model based on the fuzzy comprehensive assess-
ment matrix, and a vulnerability computation model based 
on the multi-channel weighted average method. The fol-
lowing findings were made:

1.	 The assessment results based on the fuzzy assess-
ment method were more consistent with the status 
quo for information security risks encountered by 
digital libraries.
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If both the cost of risk control and the possible impact 
of risks are taken into account, a digital library should 
ensure that more risk values are within an acceptable 
range. Normally, certain control measures should be taken 
to deal with medium-risk (or higher-risk) items. After dis-
cussions with some personnel who deal with digital librar-
ies, the assessors found it impractical to take control 
measures for more than half the total risky items from the 
perspectives of cost and workload. They found that risky 
items under control measures should be controllable, and 
the control results should be operable. If values are directly 
assigned to assets, threats and vulnerabilities, the propor-
tion of medium-risk (or higher-risk) items in the final 
assessment results increases. In particular, in the assess-
ment results based on the practical matrix method, as many 
as 1578 risky items should have been subjected to control 
measures by the related departments of the digital library. 
In this risk assessment, regardless of whether the practical 
matrix method or multiplicative method was used to com-
pute the risk values of the digital library, the proportions of 
medium-level (or higher-risk) items and high-risk (or 
higher) items in the assessment results were more consist-
ent with the status of the digital library. Compared with the 
operation status of the digital library, the methods speci-
fied here combined with the multiplicative method were 
superior to those combined with the practical matrix 
method. The methods specified here enable a digital library 
to focus on medium-risk items and high-risk items, and are 
more feasible from the perspective of risk control.

2.	 Theoretically, the factor identification and com-
putation methods are more comprehensive and 
objective.

Theoretically, the asset and threat computation method 
proposed here, based on the fuzzy comprehensive assess-
ment matrix and the vulnerability computation method, 
which is in turn based on the multi-channel weighted aver-
age method, showed its objectivity and scientificity in the 
following two aspects: (1) The methods take into account 
both the general features of digital libraries and the specific 
features of the assessed digital library. The weight set (W) for 
assets and threats was determined by surveying experts from 
30 digital libraries, and possessed a certain degree of gener-
ality. The scores of each factor were determined by staff 

members of the digital library that was assessed, and embod-
ies the particularity of the digital library; (2) The methods 
can be used in conjunction with the risk computation meth-
ods specified in ISO 27002 and GB/T 20984, and increase 
the proportion of quantitative analysis in the entire risk 
assessment process while complying with related informa-
tion security standards. Therefore, the methods strike a bal-
ance between quantitative analysis and qualitative analysis.

Based on the assessment results, an outstanding issue is 
to screen risk control measures for the digital library. This 
research was oriented toward a typical public library in 
China, and the assessment results showed that the pro-
posed methods are significantly superior to the direct value 
assignment method. However, the reliability of assessment 
results remains to be further verified if the methods pro-
posed here are used to assess information security risks to 
other digital libraries.
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Appendix: Standards discussed in study

GB/T 20984 (AQSIQ, 2007:18–21)
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Huang et al.	 91



92	 Journal of Librarianship and Information Science 51(1)



Huang et al.	 93

数字图书馆信息资产调查表

尊敬的先生/女士：

您好！这是国家社科基金”数字图书馆信息安全管理
与评价”课题组的调查问卷。您的回答将为我们的研
究提供非常有用的信息，希望能够得到您的大力支
持。您提供的信息将仅用于本项目的研究用，我们承
诺不会对外泄露您与贵馆的任何信息。我们在研究中
引用与贵馆有关的数据时，不会出现贵馆的名称。非
常感谢您的配合！如果填写过程中有任何问题请通过
邮件与我们联系。

“数字图书馆信息安全管理与评价”课题组

zbh1985@njau.edu.cn

*填写说明*

1.	 本问卷包括资产识别和资产赋值两部分内
容。通过对数字图书馆的信息资产进行调

研，列出与信息安全有关的资产清单，然后
对每一项资产进行确认和适当的评估。在列
出所有信息资产后，从保密性、完整性和可
用性这三个方面对信息资产进行赋值，并采
用定性的方式来建立资产的价值或重要度，
即按照事先确定的价值尺度将资产的价值划
分为不同等级。

2.	 对资产进行识别时，若贵馆拥有这项资产，请
您在该资产对应的”是否存在”栏打勾（√），
若没有这项资产空白即可。

3.	 您可以根据贵馆的实际情况添加表中没有的资
产，或改变表中的资产名称。

4.	 对资产的进行赋值时，按照等级赋值法，将
资产的安全属性（保密性、完整性、可用
性）以及资产的价值分别进行了五级划分，
请您从保密性、完整性和可用性这三个方面
对信息资产进行赋值，并采用定性的方式来
划分资产的价值或重要度，并将赋值结果填
写在表格中。

信息资产列表 是否存在 重要性赋值

  保密性 完整性 可用性

电子资源类 电子图书  
电子期刊  
学位论文  
多媒体资源库  
文摘数据库  
其他类数据库  
   
   

数据文档类 书目数据  
用户信息数据  
源代码  
系统文档  
软件相关数据  
安全相关数据  
查新报告（电子/纸质）  
各类合同（电子/纸质）  
用户手册  
培训资料  
规章制度  
   
   

实物资产类 基础设施 供电设施（包括外部电源、内部
电源和UPS）

 

空调系统（包括空气过滤系统）  
消防设施  
防雷设施  

网络设备 交换机  
路由器  
集线器  
调制解调器  
无线设备  

计算机设备 台式计算机  
移动笔记本  

MAILTO:zbh1985@njau.edu.cn
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信息资产列表 是否存在 重要性赋值

  保密性 完整性 可用性

PC服务器  
小型机  
大型机  
工作站  

存储设备 光盘塔  
磁盘阵列  

移动存储设备 U盘  
光盘  
移动硬盘  

安全保障设备 数据备份设备  
系统备份（镜像，克隆，容灾）  
硬件防火墙  
监控设备  

其他电子设备 扫描仪  
复印机  
打印机  
传真机  
投影仪  
录音设备  
影像设备  
条形码阅读器（CCD）  

   
   

软件资产类 应用软件 图书管理系统（业务管理系统）  
一卡通系统  
学科导航系统  
门户网站系统  
门禁系统  
电子资源服务平台  
馆内自行开发的应用系统（请填
写在下面）  
 

 
 
 
 

系统服务平台 操作系统平台  
数据库平台  

安全防护软件 入侵检测系统  
身份验证系统  
防病毒软件  
漏洞扫描系统  

   
   

服务类 办公服务 电力支持  
物业管理（卫生，安全）  

网络服务 提供的网络连接服务（校园网、
电信）

 

第三方服务 外购产品享受的服务  
软硬件维保  

   
   

人员类 管理人员（馆长、书记等）  
维护人员 硬件维护人员  

网络维护人员  
系统维护人员  

研发人员 软件研发人员  
数据库研发人员  

其他人员  
   
   

Appendix. (Continued)


