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Abstract

This study proposes an objective methodology for identifying and computing the factors relevant to the assessment of information
security risks for digital libraries that is also compliant with the ISO 27000 and the GB/T 20984 standards. By introducing a fuzzy
comprehensive assessment method and an expert investigation method to the dimensions of assets and threats, this study proposes
a model for computing the value of assets and the severity of threats. In the dimension of vulnerabilities, a vulnerability computation
model based on the multi-channel weighted average method is proposed. By considering the digital library of a typical public library
in China as the object of assessment, this study acquires assessment data by using a combination of a questionnaire survey, an on-
site survey and vulnerability scanning. Research findings consisted of the following: (1) the digital library identified a total of 3111
information security risk items; (2) according to the assessment results attained using a combination of the factor identification and
computational methodologies proposed here in conjunction with the multiplicative method specified in GB/T 20984, the high-risk
(or higher risk) items accounted for 0.9% of all risky items, which is consistent with the status quo in information security risks faced
by digital libraries. The analysis showed that the proposed methodology is more scientific than the currently prevailing direct value
assignment method.
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Introduction

Digital libraries allow users to efficiently access resources
of digitized information through network facilities and a
variety of retrieval channels. Digital libraries play an
increasingly important role in the daily lives of people and
provide increasingly diverse contents and services (Frias-
Martinez et al., 2006). Digital libraries are highly reliant
on professional technologies, including computer technol-
ogies, network technologies and data communication tech-
nologies. Therefore, digital libraries are confronted with
far more severe security risks than traditional libraries. An
information security event may affect the operation and
services of an entire digital library. In recent years, China’s

information security survey of digital library has indicated
that information security incidents had occurred in all 30
of its digital libraries (Huang, 2011). Of these, one such
incident had occurred in six libraries, two information
security incidents had occurred in 10 libraries, whereas
three or more incidents had occurred in the remainder. In
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this backdrop, a number of researchers have expressed
concern for the information security of digital libraries.
Related research initially focused on such security tech-
nologies as access control, and authentication and digital
signature, to improve the information security status of
digital libraries (Adam et al., 2002; Fox and ElSherbiny,
2011; Saeednia, 2000).

However, the cause of information security incidents in
digital libraries may originate in management events, such
as information security rules and regulations that are not up
to standard. Merely relying on technology is insufficient to
solve the problem of information security in digital librar-
ies. Therefore, some researchers have moved beyond a
focus on handling security risk technically to a stage where
equal importance is accorded to technology and manage-
ment. Information security in digital libraries has multiple
dimensions, including infrastructure, digital content, users,
standards and legal issues. In order to ensure information
security assessment methods that are scientific and feasi-
ble, digital libraries should build an information security
management system to cope with unexpected information
security events via risk assessment, preventive mechanisms
and active intervention, in compliance with the principle
and thought of related information security standards
(Anday et al., 2012; Thompson, 2013). In recognition of its
security efforts, OCLC has met ISO 27001 security stand-
ards and has received registrations (ISO/IEC, 2013: 1-2).
The OCLC’s ISO 27001 information security management
system is aligned with ISO 9001:2000 certified quality pro-
cesses (OCLC, 2015). Both the international standard ISO
27000 and the Chinese standard GB/T 20984 for informa-
tion security management provide certain methods for
computing ultimate risk values by using a combination of
factors including assets, threats and vulnerabilities.
However, digital libraries are confronted with a great vari-
ety of assets, threats and vulnerabilities that are important
to the operation of these libraries to varying degrees, and
hence may have varying degrees of influence on informa-
tion security for digital libraries. Therefore, the assessment
of information security risks for digital libraries should
delve into the methods used to identify and compute the
relevant assets, threats and vulnerabilities. Considering that
the objects of assessment have a diversity of attributes, this
study introduces a fuzzy comprehensive assessment method
to identify and compute such factors. The research findings
can presumably not only optimize the methodology of the
assessment of information security risks for digital librar-
ies, but also offer a systematic guide to security risk control
for digital libraries, thus improving information security
management of digital libraries.

Literature review

The methodology for the assessment of information secu-
rity risks refers to the means and methods of analysis used

for the assessment of information security risks, and will
affect each step of assessment as well as its final result. In
comparison with the numerous studies on such themes as
paper-based information security for traditional libraries
(Ajegbomogun, 2004; Holt, 2007), information system
security (Balas, 2005) and information security for digital
libraries (Fox, 2006; Kuzma, 2010), the research on the
methodology of assessment of information security risks
for digital libraries remains in its incipience, and can be
classified into three types.

The first type of researches relates to the security
assessment model for library information systems. On the
basis of the instrument of assessment for information
security systems proposed by Hagen et al. (2008), Ismail
and Zainab (2013) acquired a reliable assessment scale for
the security status of library information systems by
adopting the questionnaire survey method and using the
information system personnel of 50 libraries as the object
of the survey. The assessment scale contained five dimen-
sions — technological security basis, information security
policy, program and control, management tools and meth-
ods, and innovation consciousness. The research results
showed that libraries continued to attach importance to
technologies but ignored management; in particular,
organizational control was deficient in security policies
and user training. However, the research focused on secu-
rity in library information systems; hence, the assessment
scale cannot simply be applied to the assessment of infor-
mation security risks for digital libraries. The assessment
of information security risks for digital libraries involves
a variety of factors, and an excessive number of survey
questions may cause the respondents to lose patience.
Therefore, it is infeasible to use the method to gather sur-
vey data for the assessment of information security risks
for digital libraries.

The second type of research relates to the assessment
of information security for digital libraries in accordance
with the related norms and standards. This aspect has
become the mainstream in the assessment of information
security risks for digital libraries. The IT Baseline
Protection Manual (ITBPM) is an information security
protection norm prepared by experts under the leadership
of the Federal Office for Information Security in
Germany. The ITBPM provides a reference standard for
implementing IT security management, analyzing threats
to information assets, and supervising system security
mechanisms (German Federal Office for Information
Security, 2000: 1-2). Based on the ITPBM standard,
Zeng (2012) built a model called “Asset-Threat-Security
Measure” to assess and analyze information security
risks for college libraries. Via systematic literature
review, Anday et al. (2012) concluded that the ISO 27000
standard was the most suitable standard for the manage-
ment of information security risks for digital libraries.
The principles set forth in the ISO 27000 are independent
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of specific assessment methods, because of which ISO
27000 does not expressly stipulate the assessment meth-
ods that should be applied in any given situation.
Appendix E of ISO 27005 offers three assessment meth-
ods (the risk value matrix method, the threat grading
method and the two-valued risk method) with examples
(ISO/IEC, 2011: 52-54). The GB/T 20984 assigns five-
grade values to assets, threats, vulnerabilities, and risk
grades. Appendix A — Computation Methods for Risks —
lists two risk assessment modes: the matrix method and
the multiplicative method (AQSIQ (China National
Standardization Management Committee), 2007: 18-21.
See Appendix to this paper). Huang and Ren (2014) ana-
lyzed the applicability of the assessment methods (the
risk value matrix method, the practical risk matrix method
(an improvement over the risk value matrix method) and
the multiplicative method) specified by ISO 27005 and
GB/T 20984 to the assessment of information security
risks for digital libraries. Han et al. (2016) conducted a
case study on the assessment of information security
risks for a public digital library in China by using the
multiplicative method specified in GB/T 20984. The case
study showed that the multiplicative method was more
suitable for the assessment of information security risks
for digital libraries in China. This type of research focuses
on methods of computing risk values in the assessment of
information security risks, and the direct value assign-
ment method is used to compute the values of assessment
factors. Risk assessment involves a great diversity of fac-
tors, and thus is an important issue in identifying and
computing various factors.

The third type of research relates to the quantitative
assessment of information security risks for traditional
libraries or digital libraries based on a specific mathe-
matical model or method. Zhu et al. (2009) used the grey
analytic hierarchy process to determine the index system
for risk assessment and weight values of different indi-
ces and compute the various risk values for digital librar-
ies. Li (2011) used the fault tree analysis method to
assess information security risks to libraries. The fault
tree analysis method is commonly used in system secu-
rity engineering and can help build an organic connec-
tion between the faults of a system and the faults of
system components using symbols. Li et al. (2015) built
a dynamic risk assessment model for digital library
information systems and applied multi-agent technology
to the dynamic risk assessment of the information secu-
rity of digital libraries. This type of research focuses on
the application of quantitative mathematical methods in
the assessment of information security risks to digital
libraries. Because no related standard is available for
reference, such research possesses a certain innovative-
ness, but is deficient in normativeness and universality,
and defective in operability.

The assessment of information security risks to digital
libraries usually involves three factors: assets, threats and
vulnerabilities. The identification and computation of such
factors form an important part of the assessment model for
information security risks, and the value assignment meth-
ods of such factors directly determine the objectivity and
accuracy of the assessment results. Fuzzy comprehensive
assessment was proposed by Zadeh ( an expert in the US in
automatic control) in 1965 (Shao, 2009). This method can
give a reasonable overall assessment for a thing that pos-
sesses a diversity of attributes, or whose overall quality is
affected by a diversity of factors. The factors involved in
the assessment of information security risks to digital
libraries include a diversity of attributes, and are affected
by a diversity of factors (for example, the asset value of a
digital library is jointly determined by confidentiality,
integrity and availability, and may be affected by the busi-
ness operation of the digital library). Relying on the ISO
27000 and GB/T 20984 standards, this paper applies fuzzy
comprehensive assessment to the identification and com-
putation of assets and threats involved in the assessment of
information security risks to digital libraries, and assesses
information security risks to a public library in China using
the practical matrix method and the multiplicative method
to compute various risk values with a view to verifying the
feasibility of the fuzzy comprehensive assessment method.
Finally, this study determines a suite of normative, objec-
tive, and operable methods to assess information security
risks to digital libraries.

Methodology

Both the international standard ISO 27000 and the Chinese
standard GB/T 20984 state concern regarding the four risk
factors of assets, threats, vulnerabilities and existing con-
trol measures. In risk assessment, vulnerabilities and
existing control measures cannot be separated from each
other. In both the ISO 27000 and the GB/T 20984, exist-
ing control measures are thus not considered separately,
but in conjunction with the identification and computation
of vulnerabilities. Therefore, the risk factors for informa-
tion security in digital libraries consist of assets, threats
and vulnerabilities. The relationship between risk value
(R) and risk factors can be formularized as R = R(A4,T,V)
, where A stands for asset value, T represents threat sever-
ity and V stands for degree of vulnerability.

Identification and computation model for asset
value

Assets refer to the things or resources that are in the pos-
session of or under the control of a digital library, and can
yield social and economic benefits for the digital library
(i.e. they are valuable to the digital library). Asset value is
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jointly determined by three attributes: confidentiality,
integrity and availability. Meanwhile, the importance of
confidentiality, integrity and availability to asset value var-
ies from asset to asset. Asset value is jointly determined by
the values of the three attributes and the degree of the
importance of each to assets. Based on the principle of
multi-factor fuzzy comprehensive assessment, the con-
struction of the computation model for asset value can be
described as follows:

1. Create a factor set (U): U = {ul,uz,u3}, where, u,
stands for the confidentiality of assets, u, stands
for the integrity of assets, and u; stands for the
availability of assets.

2. Create an assessment set (V). Five grades of values
are assigned to confidentiality, integrity, and avail-
ability— ¥ ={1,2,3,4,5} —where 1 to 5 represent,
respectively, the five assessment grades (very low,
low, medium, high, very high). For details of the
value assignment standard, refer to Han et al.
(2016).

3. Compute the single-factor assessment matrix ( R, ).
The mapping matrices of the three attributes in the
assessment set V can be obtained according to the
survey results of value assignments to the three
attributes,

5
R ={rrprasniastiss D1y =1N5=0G=1,2,3) (1)

J=1

r i=12,3;j=1,2,3,4,5) stands for the degree of
belongingness of u; to v;. r; canbe calculated according
to the proportion of each asset value factor in each asset
value index. Values are assigned to 7; as follows: (1) the
number of questionnaires on value assignment for confi-
dentiality, integrity and the availability of an asset is e; (2)
there are k types of survey objects (for example, manage-
ment, technology, service, and so on), and the weights of
value assignment to the survey objects differ from one
another; (3) the weight of the ath type of survey objects

ZNXW

r:t:l

k
(@=1,2,..,k)is w,,and ZWa:1§thena . -
a=1 Z W
t=1
If v; is assigned to factor u; of the tth survey object, N

is 1; otherwise, N is 0. If the tth survey object belongs to
the ath type, W =w,.

4. Create a comprehensive assessment matrix (R). By
combining the three single-factor assessment
matrices, the comprehensive assessment matrix
from the factor set to the assessment set is attained,

thatis, R = (rl.j )M.

5. Create a weight set (W). Weight set (W) is the set of
degrees of importance of the three attributes to asset
value, thatis, W = {wl,wz,w3}, and w, +w, +wy =1,
where, Wy, w,, ws , respectively, stand for the degrees
of importance of confidentiality, integrity, and avail-
ability to asset value. In this study, the weight values
were obtained by using the expert investigation
method. This survey was oriented toward librarians,
management personnel and technical personnel of
30 digital libraries of China. The computation pro-
cess was as follows: (1) compute the average degree
of importance of each respondent to the confidenti-
ality, integrity, and availability of each asset; (2)
determine the value of the weight set by normalizing
the average values.

6. Results of multi-factor comprehensive assessment
(asset value A). The fuzzy comprehensive assess-
ment set B can be determined by multiplying the
weight set (W) by the comprehensive assessment
matrix (R), thatis, B =W x R. To comprehensively
consider the degree of belongingness of each ele-
ment in the assessment set, the result of multi-fac-
tor comprehensive assessment can be obtained by
using the weighted average method; that is, asset
value A can be formularized as follows:

A=int(BxV")y=int(W xRxV") )

Identification and computation model for threat
severity

Threats refer to the potential causes of unanticipated events
that may damage digital libraries. The severity of threats is
jointly determined by the possibility of threats and the dam-
age they cause to assets. The degree of damage to assets can
be further classified into damage to confidentiality, integ-
rity and availability of assets. Therefore, threats (T) can be
formularized as T =7(7,,,T,)=T(T,,,L(T,,T..T,,W)),
where, 7,, represents the occurrence frequency of threats,
T, is the degree of damage to assets caused by threats, T},
T, , and T represent the degree of damage caused by the
threat to the confidentiality, the integrity and the availabil-
ity of assets, respectively, W stands for the degree of impor-
tance of confidentiality, integrity and availability to asset
value, and ZWI =1.

1. Computing the possibility of threats (T, )

(i) Create an assessment set (V). Five grades of values
are assigned to 7, that is, ¥ ={1,2,3,4,5}. For details
concerning the meaning of the different grades, refer to
Table 1.

(i1) Compute the single-factor assessment matrix (R).
The mapping matrix of 7, in the assessment set (V) can
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Table I. Meanings of the grades of possibility of threats.

Grade Value Meaning

Very high 5 The frequency of occurrence is very high (at least once a week), threats are almost inevitable in
most cases, or it is proved that threats occur frequently.

High 4 The frequency of occurrence is high (at least once a month), threats are very likely to occur in
most cases, or it is proved that threats occur repeatedly.

Medium 3 The frequency of occurrence is medium (more than once every six months), threats are likely to
occur in certain cases, or it is proved that threats have occurred.

Low 2 The frequency of occurrence is low, threats are unlikely to occur in normal cases, or it is not
proved that threats have occurred.

Very low | Threats are almost impossible, or threats are likely to occur only in very rare cases, or in

exceptional cases.

be calculated according to the specific survey results of
the attributes of the threats to digital libraries, that is,
5

R:{rl,rz,r3,r4,r5}, andzl”j =1N r,=0 , where, rG=

j=1
1,2,3,4,5) stands for thé: degree of belongingness of T,
to v, . For details regarding its values, refer to the compu-
tation method for 7; in Section 3.1.

(iii) Result of single-factor assessment ( 7}, ). The pos-
sibility of threats can be formularized as 7,, = Rx V" .

2. Computing the degree of damage to assets caused
by threats (7, )

(i) Create a factor set (U). U = {u,u,,u; }u; stands for
the impact of threats on confidentiality, #, stands for the
effects of threats on integrity, and #; represents the impact
of threats on availability.

(i1) Create an assessment set (V). Five grades of values are
assigned to the impact of threats on confidentiality, integrity,
and availability. Therefore, V' = {1, 2,3, 4,5} , where, 1 to 5,
respectively, stand for the five assessment grades (very low,
low, medium, high, very high). For details concerning the
meanings of the different grades, refer to Han et al. (2016).

(iii) Compute the single-factor assessment matrix (R, ).
The mapping matrices of the impact of threats on the three
attributes in the assessment set (V) can be obtained accord-
ing to the specific survey results of the values assigned to
the threats to digital libraries, that is,

5
R, :{’?1”3’2”?3”’1’4”?5}927’11 =10 r=00=1,2,3) ()

J=1

For details regarding the value of 7; , refer to the com-
putation method for 7; in the section ‘Identification and
computation model for asset value’.

3. Creating a comprehensive assessment matrix (R)

By combining the three single-factor assessment matri-
ces, the comprehensive assessment matrix from the factor

set to the assessment set is attained, that is, R, = (r,.j )3 e
X

4. Creating a weight set (W). The weight set (W)
reflects the degree of importance of confidentiality,
integrity, and availability to assets. For details con-
cerning the value assignment method, refer to the
weight set in the section ‘Identification and com-
putation model for asset value’.

5. Result of multi-factor comprehensive assessment
(T, : degree of damage to assets caused by threats)
To comprehensively consider the degree of belong-
ingness of each element to the assessment set, the
aforementioned weight set (W) is multiplied by the
comprehensive assessment matrix (R), and the
multi-factor comprehensive assessment result of
the assessment object can be obtained by using the
weighted average method. That is, 7, (the degree
of damage to assets caused by assets) can be for-
mularized as T, = L(T,,T,.T,,w) =W xRxV"

6. Computing the severity of threats

The possibility of threats and the degree of damage to
assets caused by threats can be calculated as described
above. Then, the severity of threats to each asset can be
determined by integrating two types of factors via the geo-
metrical average method, that is,

T =T(T,,,T,) =int(\T,, x T, (&)

where, T,, stands for the frequency of occurrence of
threats, and 7, stands for the degree of damage to assets
caused by assets.

Identification and computation model for
degree of vulnerability

Vulnerabilities refer to the weaknesses of assets or asset
groups in a digital library that can be exploited by threats.
Vulnerabilities may arise out of deficiencies in organiza-
tional structure, personnel, management, procedures and
assets. The identification process of vulnerabilities needs to
incorporate prevalent control measures. The influential fac-
tors in vulnerabilities are extremely complex, and difficult
to capture and compute. In order to identify vulnerabilities
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objectively and accurately and reduce computation errors,
this paper combines quantitative assessment and qualitative
assessment by using three methods: vulnerability scanning,
questionnaire survey and on-site survey. Therefore, the
influential factors for vulnerabilities (V) can be formular-
izedas V=V V1V V7)), where, J, and V', respectively,
stand for the vulnerability values that the assessors directly
assign via on-site survey and vulnerability scanning, and
Vo stands for the vulnerability value determined via a
questionnaire survey.

Following the five-grade conversion, the results are
represented by 7, VosVr- Then,

V=int > wland Y w=1 (5

i in (1,0,T) i_in_(1,0,T)

where, V; and V. are directly determined by the assessors
via an on-site survey and vulnerability scanning, respec-
tively, ¥, is determined via statistical analysis for all
questionnaire data, and w represents the weight of the

vulnerability assessment mode.

Case study

To verify the feasibility of the proposed methods and mod-
els, this study chose Dongguan Library (located in
Dongguan City, Guangdong Province, China) as the object
of empirical study. Dongguan Library is a digital library-
based modern urban library that embodies the philosophy
of knowledge interaction and incorporates traditional
library functions into its operation. In light of the develop-
ment goal of Dongguan City, the library is intended to
become an urban center library that not only integrates tra-
ditional literature resources and modern network resources,
but also integrates information resources and human talent
resources. The case study aimed to determine the types and
values of assets, threats, and vulnerabilities to the digital
library by using the processes and models specified in the
Methodology section. Finally, the risk value of the digital
library was determined by using the multiplicative method
specified in GB/T 20984.

Nine staff members from different departments of the
library were selected to participate in the survey. The sur-
veyors found that the degree of familiarity and access to
the library assets somewhat differed among staff members.
By their job categories, the nine staff members were clas-
sified into three types (management personnel, technical
personnel and service personnel). The weight assigned to
management personnel was 0.45, that to technical person-
nel was 0.35, and the weight assigned to service personnel
was 0.2. While assets are typically correlated to threats, the
respondents were asked to assign values to the possibility
of threats to each asset and the degree of damage of threats
to the three security attributes of each asset. Five grades of
value were assigned to the four attributes. The vulnerabil-
ity value package comprised the questionnaire survey, the

on-site survey and vulnerability scanning. For the ques-
tionnaire survey, different questionnaires were designed
for management personnel, technical personnel and ordi-
nary librarians. The on-site survey focused on 11 control
domains specified in ISO 27002. The related departments
were interviewed to survey specific items, and the envi-
ronment, implementation status, data documentation and
operation habits were observed, inspected and queried.
The Remote Security Assessment System (RSAS) devel-
oped by NSFOCUS was used for vulnerability scanning,
and the test objects consisted of various mainstream oper-
ating systems (for example, Windows, Unix and Linux),
application services (for example, FTP, Telnet and SMTP),
and network devices. The assessors analyzed the results of
the vulnerability test and converted them into five grades
of values.

Following data collection, the assessors obtained 3111
items correlated to assets, threats and vulnerabilities.
These were risky items encountered by the library.
According to the values of assets, threats and vulnerabili-
ties, the assessors computed the values of the 3111 risky
items using the direct value assignment method together
with the practical matrix method and the multiplicative
method. For details regarding the results of computation,
refer to Table 2. The risks were classified into five grades.
Risk Grade 1 means that the risk was very low and the
library services were almost completely unaffected. Risk
Grade 2 means that risk was low and acceptable, and the
library services were only slightly affected. Risk Grade 3
means that the risk was medium, library services were
affected by the average value and measures were tempo-
rarily not required. Risk Grade 4 means that risk was high,
library services were severely affected and certain meas-
ures needed to be taken to reduce risk. Risk Grade 5 means
that risk was very high, the library services were severely
affected and measures needed to be taken in a timely
manner.

Conclusion and discussion

The methods for the identification and computation of
influential factors regarding assets, threats and vulnerabili-
ties directly determine the computational results of risk
values. In accordance with ISO 27002 and GB/T 20984,
this paper subdivided factors influencing assets, threats
and vulnerabilities, and proposed an asset and threat com-
putation model based on the fuzzy comprehensive assess-
ment matrix, and a vulnerability computation model based
on the multi-channel weighted average method. The fol-
lowing findings were made:

1. The assessment results based on the fuzzy assess-
ment method were more consistent with the status
quo for information security risks encountered by
digital libraries.
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Table 2. Grades of risk to digital library.

Computation method Risk grade Medium risk High risk
(or above) (or above)

| 2 4 5

Direct value Practical matrix 6 309 1248 1407 141 89.87% 49.76%

assignment Multiplicative 119 2038 950 4 0 30.57% 0.13%

Methods Practical matrix 84 852 1599 545 30 69.9% 18.49%

specified Multiplicative 874 1806 403 28 0 13.90% 0.9%

herein

If both the cost of risk control and the possible impact
of risks are taken into account, a digital library should
ensure that more risk values are within an acceptable
range. Normally, certain control measures should be taken
to deal with medium-risk (or higher-risk) items. After dis-
cussions with some personnel who deal with digital librar-
ies, the assessors found it impractical to take control
measures for more than half the total risky items from the
perspectives of cost and workload. They found that risky
items under control measures should be controllable, and
the control results should be operable. If values are directly
assigned to assets, threats and vulnerabilities, the propor-
tion of medium-risk (or higher-risk) items in the final
assessment results increases. In particular, in the assess-
ment results based on the practical matrix method, as many
as 1578 risky items should have been subjected to control
measures by the related departments of the digital library.
In this risk assessment, regardless of whether the practical
matrix method or multiplicative method was used to com-
pute the risk values of the digital library, the proportions of
medium-level (or higher-risk) items and high-risk (or
higher) items in the assessment results were more consist-
ent with the status of the digital library. Compared with the
operation status of the digital library, the methods speci-
fied here combined with the multiplicative method were
superior to those combined with the practical matrix
method. The methods specified here enable a digital library
to focus on medium-risk items and high-risk items, and are
more feasible from the perspective of risk control.

2. Theoretically, the factor identification and com-
putation methods are more comprehensive and
objective.

Theoretically, the asset and threat computation method
proposed here, based on the fuzzy comprehensive assess-
ment matrix and the vulnerability computation method,
which is in turn based on the multi-channel weighted aver-
age method, showed its objectivity and scientificity in the
following two aspects: (1) The methods take into account
both the general features of digital libraries and the specific
features of the assessed digital library. The weight set (W) for
assets and threats was determined by surveying experts from
30 digital libraries, and possessed a certain degree of gener-
ality. The scores of each factor were determined by staff

members of the digital library that was assessed, and embod-
ies the particularity of the digital library; (2) The methods
can be used in conjunction with the risk computation meth-
ods specified in ISO 27002 and GB/T 20984, and increase
the proportion of quantitative analysis in the entire risk
assessment process while complying with related informa-
tion security standards. Therefore, the methods strike a bal-
ance between quantitative analysis and qualitative analysis.

Based on the assessment results, an outstanding issue is
to screen risk control measures for the digital library. This
research was oriented toward a typical public library in
China, and the assessment results showed that the pro-
posed methods are significantly superior to the direct value
assignment method. However, the reliability of assessment
results remains to be further verified if the methods pro-
posed here are used to assess information security risks to
other digital libraries.
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Appendix: Standards discussed in study
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ISO/IEC 27005:201 | (E)

B85 ISO/NEC 27005:2011
ISO/EC 27005:2011(E)

E.2.1 Example 1 Matrix with predefined values

In risk assessment methods of this type, actual or proposed physical assets are valued in terms of
replacement or reconstruction costs (e quantitative measurements), These costs are then converted onto
the same qualitalive scale as that used for information (see below). Actual or proposed soflware assels ate
valued in the same way as physical assels, with purchase or reconstruction costs identified and then
converted Io the same gualitative scale as thal used for information. Additionally, if any application software &
found 1o have its own intrinsic requirements for confidentiality or intagrity (for axample if source code is itself
commercially sensitive), it is valued in the same way as for information.

The values for information are obtained by interviewing selected busingss managemant (the “data owners™}
wha ¢an speak suthoritatively about tha data, to datermine the value and sensitivity of tha data actually in use,
or fo ba stored, processed or accessed. The interviews facilitate assessment of the value and sensitivity of the
information in terms of the worsl case scenarios that coukd be reasonably expecied to happen from adverse
business consequences due to unauthorized disclosure, unauthorized modification, non-availability far varying
time pericds, and destruction.

The valuation is accomplishad using information valuation guidslings, which cover such i=suss as:

Personal safely

Parsonal infarmation and privacy

Legal and regulaiory obligations

Law enforcement

Commercial and economic interests
Financial Iossidisruption of activities
Public order

Business policy and operations

Loss of goodwill

Contract or agreement with a customer

The guidelines faciitate identification of the values on a numenic scale, such as the 0 1o 4 scale shown in the
example matrix below, thus enabling the recognifioh of quantitative values where possible and logical, and
qualifative values where quantitative values are nat possible, e.g, for endangerment of human life.

The next major aclivity is the complation of pairs of questionnaires for each threat type, for each grouping of
assels that a threat type relales to, lo enable the assessmant of the levels of threats (likellhood of occurrence)
and levels of vulnerabiliies: (ease. of exploitation by the threals fo cause adverse consequences). Each
question answer attracts a score. These scores are accumulated through a knowladge base and comparad
with ranges. This identifies threal levels on say a high 1o low scale and vulnerability levels similarly, as shown
in the example matrix below, differentiating between the types of consequences as relevant. Information 1o
complete the questionnakres should be gathered from interviews with appropriate technical, perscnnel and
accommodation people; and physical location Inspections, and reviews of documentation,

The asset values, and the threat and vulnerability levels, relevant to each type of consequence, are matched

In @ matrix such ag that shown below, 1o identify for each combination the relevant measure of risk on a scale
of 0 to 8. The valugs are placed in the matrix in 8 structured manner. An example is given below:

52 © ISOIEC 2011 - A1 rights regenad
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Table £.1 a)
Likefhood of
OCCUMTence — Low Mediem High
Threat
Ease of
Exploitation L(M]|H M|IH]L(M H
0 0 1 2 1 2 3|12 |3 4
1 1 .| 3 12 3:]% ] 3] % 5
Assal
Value 2 -l e 2 I O (- 4 T ) A O 6
3 3 4 5 4 5 B § B T
4 4 L | i) 5 ] 7 B8 7 -]

For each assel, the relevant vulnerabilities and their corrasponding threats are considered, If there is a
vulnarability without & comesponding threat, or a threat without comesponding vuinersbifity, there is presently
no risk (but care should be taken in case this situation changes). Now the appropriate row In the matrix is
Identified by the asset vakue, and the appropriate column ia identified by the likelihood of the threat occurring
and the ease of explodation. For example, If the asset has the value 3, the threat is “high” and the
vulnerabllity “low”, the measure of risk is 5, Assume an assat has a value of 2, e.g. for modification, the threat
level i Jow" and he ease of exploitation is “high”, Ihen the measure of risk is 4. The size of the matrx, in
tarms of the number of threat likelihood calegories, ease of exploitation categories and the number of asset
valuation categories, can be adjusied to the needs of the organization. Additional columns and rows will
necessitate additional nsk measures. The value of this approach s in ranking the risks 1o be addressed,

A simiar Matrix as shown in Table E.1.b) results fram the consideration of the likelibood of an incident
scanario, mapped agains! the estimated business impact. The fikelihood of an incident scenaria is given by a
threat expioiting 3 vulnerability with a certzin likelihood. The Table maps this likelihood against the business
impact related to the incident scenario. The resulting risk is measured on & scale of 0 lo 8 thal can be
avaluated against risk scceptance ariteria, This nsk scale could alsa be mapped to a simple overall risk rating,
for example as

«  Lowrsk: 0-2
+  Medium Risk: 3-5
¢+ High Rigk:6-8
Table E.1 b)
e | varyLow Low Medium High Very High
L (Very Unlikely) |  (Unlikefy) ‘ (Possible) (Likely) (Frequent)
Vary Low 0 1 | 2 3 ]
Low 1 2 3 L} 5
Business 9
impact | Medium 2 3 4 5 [
High 3 4 5 B 7
Very High 4 5 0 7 g
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BS ISO/EC 27005:2011
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E.2.2 Example 2 Ranking of Threats by Measures of Risk

A matrix or table such &s that shown in Table E.2 can be used to relate the factors of consequences (asset
value) and likelihood of threat occurrence (taking account of vulnerability aspects), The first step s to evaluate
the consequences {assel value) on a predefined scale, 8.9, 1 Ihrough 5, of each threatensd asset (column “b°
in thi 12ble), The second step is to evaluale the likelihood of threal accurrance on a predefined scale, g, 1
through 5, of each threal (column “¢” in the table). The third slep is lo calculale the measure of risk by
multiplying (b x c). Finally the threats can be ranked in order of thelr associated measure of risk. Nate that in
this example, 1 is {aken as ihe lowest consequence and tha |owest likelihood of occurrance.

Table E.2
Threat descrplor Consequence | Likelihood of threat | Measure of risk Threat ranking
@) {asset) value oCoUrence (d) (el
L] {c)

Threat A 5 2 10 2
Theat B 2 4 8
Threat C 3 5 15 1
Threat D 1 3 3 5
Thraat E 4 1 4 4
Thraat F 2 4 i 3

As shown abave, this is a procedure which permits different threats with differing consequences and likefihood
of cccurrence to be compared and ranked In order of prionty, as shown here In some instances it will be
necessary to associate monetary values with the empirical scales used here

E.2.3 Example 3 Assessing a value for the likelihood and the possible consequences of
risks

In this example, tha amphasis is placed on the consequences of information security mcidents (Le. incident
scenafios) and on delermining which systems should be given prorily. This & done by assessing two values
for each assat and risk, which in combination will datermine the score for each asset. When all the assel

scores for the system are summed, 8 measure of risk to that system is determined.

Firsl, a value s assigned to each asset This value relates to the potenfial adverse consequences that can
arise if tha asset is threatened. For each applicable threat 1o the asset, this assal value is assioned fo the
assel

Next a likafhood value is assessed. This i$ assessed from a combination of the Ekelihood of the thraat
occurring and the ease of exploitation of the vulnerability, see Table E.3 expressing the likelihood of an
Incident scenaric.

Table E3
Likelihood of Thraat Low Medium High
Levels of L M| H L M| H L M| H
Vulnerability
Likelihood Value of | O 1 2 1 2 3 2 3 4
an incident scenario
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Appendix. (Continued)
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